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Palo Alto Networks and Telia Cygate 

  Managed Detection and Response (MDR) 

The Challenge
Mean time to respond (MTTR) largely reigns supreme in 
assessingtheefficacyofcybersecurityreadinessforasecurity
operationsteam.Formanyorganizations,reducingMTTRisa
time-and resource-intensiveendeavor, requiringexperts to
dothreatandimpactanalysis.Amodernsecurityteamneedsto
reduceMTTRwhileimplementinglearningsinsecurityoper-
ationsprocessestofurtherbolstertheorganization’ssecurity
posture.Toincreasesecuritycapabilitieslikeforensicinvesti-
gationandthreathuntinginaneconomicalway,manyorga-
nizationshaveturnedtomanagedsecurityservices.However,
thesemanagedserviceshaveoftenbeenunabletoofferthefull
suiteofcapabilitiesthatorganizationsarereallylookingforto
stayaheadofattackers.

Telia Cygate Managed Detection and Response
TeliaCygate’smanageddetectionandresponse(MDR)ser-
viceprovidestheanswertothesechallenges.Builtonthefun-
damentalprinciplesofZeroTrust, theMDRservicedelivers
24/7 prevention, detection, investigation, and response to

advancedthreats.WiththehelpofCortexXDR™byPaloAlto
Networks,andwithateamoftalentedcybersecurityprofes-
sionalsactingasanextensionoftheteam,organizationswill
beabletoreduceMTTRandgainvisibilityintothreatsspan-
ningnetwork,endpoint,cloud,andthird-partydatasources.
WithteamsofprofessionalsoperatingtheTeliaCygateMDR
serviceforaglobalnetworkofcustomers,extensiveinforma-
tiononemergingincidenttrendscanbecollected.Onbehalf
of the customer, analysts will quickly operationalize their
findingsintoformalizedprocessestocombatnewattacks.

Palo Alto Networks with Managed Services
Cortex™ istheindustry’sonlyopenAI-basedcontinuousSOC
platform.Itdeliversnewlevelsofsimplicityinsecurityoper-
ationsandsignificantly improvedsecurityoutcomes through
automationandunprecedentedaccuracy.Theplatformsolves
painpointsformanagedservicepartners—specifically,itpro-
videscompletevisibilityfromasingledatasourceandtheabil-
itytorespondasamanagedserviceacrossthewholeenviron-
ment.Today,withCortexXDR,PaloAltoNetworkspartnerscan
providemanagedthreathunting, investigation,andresponse
acrossnetwork,endpoint,cloud,andthird-partydatasources.

Palo Alto Networks and Telia Cygate
PaloAltoNetworksandTeliaCygatehavepartneredtopro-
vide an MDR service with the flexibility to adapt to each
uniqueorganizationtosecuretheirbusiness.TeliaCygatehas
significantexperience innetwork,datacenter, andsecurity
technologiesandservices.Thisexperience,combinedwitha
comprehensiveMDRservicepoweredbyCortexXDR,makes
itpossibletodeliverthenextgenerationofsecuritysolutions.

Benefits of the Integration
• Fastandeasycloud-baseddeployment
• 24/7coveragefromtalentedcybersecurityprofessionals
• ComprehensiveZeroTrustarchitecturetopreventthemost
advancedthreats

• Completevisibilityintopreventedanddetectedthreats
• Expandednetworkandhostforensicscapabilities

Figure 1: Telia Cygate’s security operations center (SOC) 
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About Telia Cygate
TeliaCygateprovidesallyourcompany’sICTservicesthrough
asingleportal,withintegratedinterfacesandasinglemanage-
mentmodel.We believe in on-demand service. Being able to
manageservicesasneededisimportanttoyourbusiness.Tothis
end,wehavebuiltahigh-levelautomationservicemanagement
portalthatprovidesafast,scalableserviceandareal-timeview
ofyourservicesituation.Importantmetricsandthelatestsitua-
tioninformationarealwaysatyourdisposal. 
Highsecurityisthefoundationofeverything.Over400top
expertswithnearly600ITcertificationsand24/7operations
ensure thecontinuityandagiledevelopmentofyourbusi-
ness.  The best experts in Finland, Europe’s most modern
DataCenter, theworld’s leadingtechnologies-allatTelia
Cygate, at your service. Formore information please visit
https://www.teliacygate.fi/en/security

About Palo Alto Networks
PaloAltoNetworks,theglobalcybersecurityleader,isshaping
thecloud-centricfuturewithtechnologythatistransforming
thewaypeopleandorganizationsoperate.Ourmissionistobe
thecybersecuritypartnerofchoice,protectingourdigitalway
oflife.Wehelpaddresstheworld’sgreatestsecuritychallenges
withcontinuousinnovationthatseizesthelatestbreakthroughs
in artificial intelligence, analytics, automation, and orches-
tration. By delivering an integrated platform and empower-
ingagrowingecosystemofpartners,weareattheforefrontof
protecting tens of thousands of organizations across clouds,
networks,andmobiledevices.Ourvisionisaworldwhereeach
day is safer andmore secure than the one before. Formore 
information,visitwww.paloaltonetworks.com.
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